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Consideration of Sanctions against Cyber Attacks With a Focus
on Sanctions against North Korea, China and Russia

in the Obama Administration

Decucar Masafumi

The growing importance of cyber security has been accompanied by an increase in
the threat of cyber attacks. The most remarkable reason for this is the superiority of
cyber attacks. The cost of cyber attacks seems to be relatively lower than defense
because they do not require expensive hardware; further, the possibility of facing
retaliation is low.

However, in recent years, the United States has examined new countermeasures,
such as sanctions to deter cyber attacks. This paper will investigate how and why the
Obama administration introduced sanctions against cyber attacks. The article focuses,
especially, on the sanctions against China, North Korea, and Russia. There are two
major reasons underlying the changes in the cyber strategy of the Obama administra-
tion and specific factors for each. The purpose of the paper is to explain how the two
reasons are related to the sanctions against cyber attacks introduced by the Obama
administration.
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(1) FEORRE

BUE, HAROZZ: O FHFKGETE 4 REEFQG LIFENIHEZOBEFLHEATEY, H
AN=ZEH~DE M, £/, A%, HROBEHESZHEIIKLTWE,. ZOL) ZEE0ET
LI & » T, 1EHEERAM (ICT) OEEMII—E L2205 56— T, THIZHEITS LD
S A N—BREOFH O L T2 A N—BEDBEIL, A =2 TROK S Yo
DEAHRT B Lo BN TR <, 2010 SEIZFR SN2 A T~ ORBE R % 1
e~V (RIEZUZ T LD THhb [AFy s Aty M cfkEshs, W
ARG Z 5 SRS THBEORENHBA LD e h 0, [HN] IO RENICHEL TS
EEZLND. FEBRIZ, 2015EDT 7 T4 FTHRAELZEBERAEDL I, Y4 N—BEIC
L BPEFITAN—ZEHMPZTOHRIZEE ST, HEANE D EPTHEANLBIZEHRLSD
E X

COLE)BIRWTT, [FAN—EFa2) 74 ] BHRIEEDI L Ea—Rty N T—7
REAMAICIET 2 & WS A ERE B A T, BRLEREO—MHE LTE26N5 L)
o727, FAN—LF ) T4 BHEEZ D ETHI Cdlh iz WERRBESFET 5.
FIIIT A N—ZERIC B AEEMETH L. A N—ZZRIZB W TS EDER T
HHEEZONDROEBELRERE LT, YA N—KED Kz ME] BB F5h5. 20
Wao [aAM] &g, HAN—BBIZEHOEMZ N~ R = TIZLETIE R L, PAK
RLEATORETEETH 5 & Vo Z2RFENR [TA M 23 ThL, FAN—KBOETER
W25 LA S 22O FAEHE B R BRI DOV TCEE LN, 2 D v vy BIRT, [ A7 |
bELLDTHL., YAN—LED KA ME] X, $AN—RBOLHPES B2
DTHY, EFRH AR A L HIZ B A N—ZZH ORI L > TR SN TW 2
WEMOZE L\ MR A ME] ISR LT, Bl 72 2 WEFEANORIERER Y AT A

1) KWL BUT L AN—WEOERIE [BFHEHEHCI s Ca— Y AT AEBIET DY
O] L LTCwh, SIUE—MNICHEH SN A N—HBOERE L IR bILFOTERT
HY, TOTERIIBT DV AN-RBIEROGIHAS I 21— P AT ADBEICELFTO
ETCOEEZEDD 54 3—158) (Cyber Activities) &L DTH 5.

2) Ellen Nakashima, Russian hackers suspected in attack that blacked out parts of Ukraine,
washingtonpost, 2016, URL: https://www.washingtonpost.com/world/national-security/russian-hackers-
suspected-in-attack-that-blacked-out-parts-of-ukraine/2016/01/05/4056a4dc-b3de-11e5-a842-0
feb51d1d124_story.html?utm_term=.a5382cd5dbe3 (2018 4E 12 H 1 H7 7t A)
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DENFACA B IS, HHEM R T A MEEALIR 2 L5, T & e L CHilE i1
BIANTHLEEZONLY. SO BURBHNT ¥ AZBIT S 3 A b OIS E
PR & B BRI ORI X ), SIS A N — 1% 1) 5 4 BOR IR A
2B BT AN—HBEOBBIIET 52O WP TH 5 —7, ZNTIIED L) % BUERRLHIE I
Lo THRREMIEE LTOFAN—kF 2 ) 71 2% 52 LDTHETH 2070 HEE
o T&7-.

(2) AB®RXDER

BH CTHRRERLLEEEL LTOF A N—tF 1) 74 OFELZT, EESEDLD %
BORECTH A N—ZEMOBBUHIT 2 2 LR TH L2 0 R T 5 BT, Kiiath A N —I
BT AHIICER T 5. A N—HEAOHIFIZEH 32BN, HE TRz ) B8
BT D) 372 2 KO BERIIIEMOK I A METH 2205, & LM 52O FE YA
WCIAMERTIEDPHERLE O, 2089 BRI A MEDFEZE L1525 Rk H % 5
5TH5L. TOFAN—LEIIKT LHFDOEB L LTHIET L2005, 7 A1) I OF /N Bl
2B ICB WL, PE, oY 7 L CRB LR TH S,

ERHPEG- L7z L E 2 5N A N8I < 1E 1990 SERD S ETEDSTRf S T & 7225,
FAEDORIHIERZ EORPUHEE DS ERICISND S & a7z, A4 N —BUROETERICR
LTIAMERTIEE, ERLEREL LTOVAN—tF 1) 71 28ETLLET, B
THRGERERVEDD, THUIOHEDLLTANYERMED 2 H £ TIZ, 72 7 BUFH
EAT DR 2o 72 DI D &\ ) FRIAH: T 5.

FAN—WENOHBHSIEREEECTH - 7-HRE LT [T Ea—Yary7urLba (UF
BRE) ] e ns, L, PAN-WEOFETERICHBRBE LR EOT A P ERTY;
Fi2iE, ZToRiEs L THP B L TV A2 2HH SR ELR 5w, Lo L, FMiicit
Han-EBRTHNE, WEOBBESLHAIZE > TIRBOREZO L DR BET L 2 L5
RETHY, FWIZHAN—EOFHEPHFEIZ 25 LIRS v b v ) BEIFET S, 7,
PAN—GEOMEHIZ L - TE, WEONERFEERN 2 &2 5, IRUGER 2 AR THE
e 2 2 MR E LT, PEBMDSHEAMAEIR 2 A L CTHAZFGET 5 2 &
i, RICED L) Bt o728 LCOWEEDEST . iz H51E, A N —B B
WAEREKT LI L, BoOLXF 2 ) T A8 EHABRERNTAILIIbO%D), ZTh
HAER X2 ) T A VAT ERLENLENOETHEL., ZOL)BHYAN—tF2) 7 1 O

3) LA NI B CRENECE  ER L LT, MEY, Jeatfthof, S )
Wi e HHIGERD 2 L2280 Cn b, FHE, [TANN—lS5m FoatreXa)7140
BfE] EERE, 2016 48, 95-105 ~— .
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XD, WEFAREZWEICTET 2 EFNETHL 2RI HES [T M) Ea—2ay
Fu7La) ThaY,

ZO[TrIEa—Yar7u7La] OMEL F/N<EME2HHUREICBWTHEEIC
FEH L7chlF TlE R, EBRICSHOTFAN—BEPBIEICEL ETT AU I EZRHRIIThN
%—0, HEPEHSNHHIRON TS, UL, BENTIES S5, DRI A 3—
WBOBZBA S ) OO b BH SN h o 2HlEAS, 43N~ B 2 1 H 042 o RIS N 2
Lo W RIELTLOHBIC > T ol fEo T, MIA NTBHMHEDZHH»S T
AV ABHFBFAN—F2) 74 BORe 20 L, JbdifE, PE, 0o 7130454843 —
BE2EHLIZODP LV RWVIZERDDODPARRLOENTH S, D EORVIZER 2%, ¥4
IN—TCED I & B B H B A N —HIEIC B § 2 AL O ER K O, KFHFUZBIT
BEBERIZOWTENEIGFE R 1T .

%8B, RENZL 20 A N—HBEAOFIFKIE, FHERZT TR, A4 N B T O
YA M EOFFERERLAREL LD TH 205, FFERFEANDHIE & FHEROHIFIZ
ZNDERE LB L DD TH LMD, SNG4 EBOETE L L TRERD
WZHED D S LD L VI RIHRICT S, R TEdH T Mo FHER D SO 1 /N — R
WK M) 2ERTLL0L LT, xh, ok, FEO 3 HEANOHEO A& BEEOR S
L9 5.

2. T A HEILEHF O A )N—tF 21) 7 1 EHEDZE

(1) JUPBUE- Ty aBHEDY A N—tX 21U T 1 R

A N—tF 271 | OWEIL, WO A NP EYT 5 1980 SEICF THl 5 =
EDHRDA, T A IBIFET AN F 1) T4 WIEEERT D L) IS0k s ) v
b YBHED 1998 SN 5> T HTH D, T A ) ABHFIZBIT WO TOI A N—kF2) 7
1 g & 5 2 5 DA [PDD-63 (Presidential Decision Directive-63) | T& 4. [PDD-63] i3,
T A W KHEEIATEME R THT L LI X > TREST L EARER, KEESTHY, £
DOHIZBWT [T A AHMRMIRIEL T 2R BH ERFENIE, BT84
AN—FMZ L BHER AT LETEITERET L)1 %>T0b ] EVHEEERL, [W
LR A N—WBOEN L L, FAN—VAT AR ELRAOEES 7 TP T
LA HER T 2 W EL FEEZMANETH L L LT, YA NN—BEP YL L 5] L

4) F—UEy F -7 I=212ENE, $AN—LF2) T2 BTD [RE] &1k, BHEEEO [7
ATy 7474 (H50)] 2HPSELIL2BRT L. ZO[TATY 7474 1 ITIBELED
RS R W EF B b & 14, David D. Clark, Susan Landau, “Untangling Attribution”, in Committee
on Deterring Cyberattacks, eds., Proceedings of a Workshop on Deterring Cyberattacks:
Informing Strategies and Developing Options for U.S. Policy, 2010, p.25.
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R-1 FLTA)DEHF - REESFRET DA N-BEOFE - FHp

TSt R i
H - H 7o TR . HpeE
P Fiff - Fifl S TLA FIR F R R - Wk
1998 Moonlight Maze a7 EF#E, NASA, 7% & OMILETF R o 158 1
EifdE, avdF—F~x—F oo
YA =
2008 rAraLts i B, S R
2009 T—ZA % b ] BERMEIZBI D A — Ve E OB
KA D R . R o .
2009 A S AemitE DDoS (2 & 2 KB BE Web A F ~OBUEE
2010 F—u 7 Eik Hp Google D A — )V —EANDNy ¥ 7
V== S F = AND ; N o : = > B oy
2014 A Jeafi V) ==Y F v — XONILERL NG RO
A1) Fp 5 HND
s | TAUTINI ] | A AKRARA T A A oA
2016 4P KK ATH #45 . NN e
2016 RS ay 7 REREEZREED A — NV THEFHE

Hid - SR

TERSNTWEY. 7)Y N BHETICBY S [F 48— tFa) 74 ] LiZHs, WA
Y7 T ERIRDBIMN S ED X HIZF L) BN R BOEAHLTH Y, T ORE T
EANOHIE L EAHFIZTA P ERTFRIZOVWTOE RIT AR\,

YNUBUEDRS Ty A BMEICAD L, TAYIOF A N—LF ) T 1 EEEICKE &
W RITTHEMETH S 2001 400 9.11 RS FE T D FMEAFEAE L7z, M o 720081
Ly, WRAEG Yy —EVPEBELET AL ORFEPH2FMEE, 7)) AL E o TER
DEEA V7 IPPEINL E V) BEL IR 2 EELY 5 2 72, ZoOFFARE, B
HNZIE T A N —ZEEIZBERT 2 b O TE RS, KEFBEIF O A N—tF 1) 7 1 BEEEIE
S EELZMMTH D EIT L HEE (Department of Homeland Security, LI DHS) %379
EoNTTHS L) TIZBWT, KREBBUFON A /N—t ¥ 1) 7 1 BURE ZL & 5 EH
W7o 728 EDIT A, DHS 122002 4F 11 H 25 HIZEL &, inEEHFES T —27 Ly
M= A% EEAED 22 OB Z A L7 TH 24T, o, —ikiHER (GSA,
General Services Administration) 4% il o7z#F g o —% %#ﬁﬁ‘}{' > % — (FedCIRC,
Federal Computer Incident Response Center) 23% FNTHY), A4/ N—tF* =21 51 & DHS
DEFHD 1D o7z, ARTOHE EHT L BIIRILEN/ZDHS I A N —tF2) 7
A LA G S NERICIE, FBL EB#RA, BB % ESATIC0IICRE ShTwk

5) White House, PDD-63, URL: http://www.fas.org/irp/offdocs/pdd/pdd-63.htm (2018 4£10 H 9 H %)
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BLERERE % —Ie b L, BIBBIFICBT 2 A N—tF 2 ) 7 1 OF4SEEREL -85 2 L8
HolzbkEiIoNL, EHAY N7 OHFICOWTIIMKIA L L CEPIREOE#EIZH 5 —
F, REL7 5 —OB#IZOWTIE DHS A K9 Ilh o/, T X HI129.11 [HK
5T ORI, TRA) IO AN—tF ) T 4 MR, MESNhL LX)k
7205, AN DBOROEARM L2 BHIIEE A 7 TN THY 7y ¥ 2 BHED
PFAN—tF2) T AHERIE, 7)Y b VBIHEOMKR TH 2L EZOND.

72720, Ty aBHEOKRMIIHIL 2007 FEEEEL LTHEAOY A N—tF 2 7 1 O
SERBITERLBEMHIRA EHET DL EII12h5E. 2007 EI121F0 Y THRFOMS 8L
FHE LT, TAPZTIEBWTRELLGEREERMEL G F o 72 KB A N — B8
FEHE L7, B 2008 AEOF A LT TAHF ORI, FINVY TR B KB A /3 — B A
EL, ROGSF % BEMIERT 2BEOY A N—HBOHEFALHFET L. Wb AN
—WEOTFEIL, DDoS % Web 4 hOUSAZEURI LW EZHENTW-FETHY, *
NEEIZEH LW OTE Wb 00, FFICABHErORENMORETH 722 b, 2
NHEFHRGD [ A= | EHENLIFEEBEINLFOE -7 72, FAEHO
2007 121, 1 AT INVIZE > TITb Nz ) 7 EN ORISRk 5 2R IcfEw, L
— R BRI IR B 2k B Mo 22 A N RS LY MO Ty Y 2
MR Z O A N—EIZOWTHMFE 2GS LT3 AHTH L 00, 7y ¥ 2 Bl
KMIEBRZENTEEZONDAY v 7 A4y FOEEND, A /N —BE)STEHFHN 7 7
ELWETAHI EIFURLLARL Tz Yimsns”. ok 9 7 A N —BUBEDFAT Y
) BRI LR F DS, 7y a2 HBICBOWTH A N—kF 2 7112
x5 2 fER S AT OB L IR TIREICE F o728 E 2 5N E705, BARN kg L LT
2008 4E 1 Hici, WHEEZE Y A N—+t F21) 7 1 g (Comprehensive National Cyber
Security Initiative, LLF CNCI) D s Y CNCITIX, 1204 =774 9HhEENTW
B, FOHDL I AN-HBEOBRBAZTHIET 22 AT AOMBERLY A N—tF 1) 74
HEORER L, BHFEOEF2) 7T A BROEERLIMETL230THS. 72721, 10%
HoA =377 4 7% MEAWZINESTE 7075 A2 BT 5] tw)dboThh, =

6) VFv—F-2F7—27, anN—> - 247 (IS, EHFEH) TR A -5 B4l
RBEW AR WEEHIIRE - 72] HENE. 2011 4, 19-21 <=,

7) A7 ARy MIET L7y Y aBHEOMGIZOVTIE. Za—T—7 5 4 AARO) v —
R DFLH % 2 M. David E. Sanger, Obama Order Sped Up Wave of Cyberattacks against Iran,
New York Times, 2012, URL: https:/www. nytimes. com/2012/06/01/world/middleeast/obama-
ordered-wave-of-cyberattacks-against-iran. html (2018 4E 12 H 25 H %)

8) White House, Comprehensive National Cybersecurity Initiative, 2008, URL: https:/www.hsdl.
org/?view&did=28609 (2018 4F 12 7 28 H %)
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DLFNET A HEHFOF A N—tF 20 7 1 HIEIZBWT, FOT [H A=) 1Z5K
L7-EE LCHEBIZET S, 72721, BBEOERLOTIZED L) FEXHWT [ 13—
k] 2479 O EAMZHEHITREN TRV, O EIZO0WT, 7Ty Y aBETH AN
—t & 2 T A LKA T SN =) Fry—F - 75 —2713 [“IHHREICBIT
LIRS E ESBORA N7 M) 27 2 FZ T A FERE o 7208, FHEEIZIZIZEEIELRL
TLEo7] LlRTBY, HBEEOT v ¥ 2 BHEEY A N — RS Z Bl 5 2 BXIEH - 72
b O OE OB EEEIEA TV AL -2 22", 72, ONCLIZOWTIE, Zb
Z b OIS RARABIEAFTH D, H-ERIE 2 AR ISR ME S LD 0%, 2008
5 A0 LEEFZRROBEET LIRS ATV, BEoX )i, 7y v 2 Hi
F 911 K3 T 0%, A=t 27 1 ICBES 2 MR % R 72 %
B OIGTI12BWTIE, 7y Y aBMEOY A N—tF 2 ) 7 4 BORIIAREMIZ [ATEE |
DIEFETH o7, BHERMIZBWTHAN—kF ) 51 BEEZ T 25 XZH 720D,
FOEMITEMALEN LT VE E, KROFNNIBRENEG| SN DL Z &85,

(2) ANTBIHEDH A /N—tF 1T 1 ¥

MIIEE CICHB LA L9112, 7y v 2 BHEDOT A /N— -t F 21) 7 ¢ ERBK ISR o, #D
IR DA T EEB 9L LURT O HRE & RIHT 3 2 I AAE L 72 b O 0, AHEH) 22 b D 22
LA NV BEHEORAELIZIZR SN G, ANV EHEDOT £ /N —tF 2.1 7 1 HIEOREH D 1 D
ELTC, ONCIZIERFE LTV Ty Y aBitE L WIKT 5 &, BURNIEZR N LY A N —&
F o) T4 WG R BRI AR LT s ki s A, MR BV TR, Ty
> 2 BOHEAS DHS OB 2 B L 72— H T, HfFAT A AT RAZHEEL Tz [ AN
—tF ) F A YRR T BN =] B F ¥ —F - 75— 27 OB ELHEEILS M
912, FTA M APFEET LA N—tF 1) T 4 WEEOTEHIZ DOV TLT L RN
BREBELIIEZRVIREETH 72023 L. FNVEMEE, KT A M7 AP [ 43—t
Fa )T RABEE] FRET LI LT, BEHENOY A N—tF ) 71 5HOFR SRR & 74
HRAMEEEL, MEDITEEHEE L TR 74 b ARETH A N—t X 2 7 1 Bl %
VCHTEXY S/ EZOND, T/, MBSGRICEHT2ERZE & L LT, 2010 £

9) 7I—7, niEHE (10), 145 -,

10) Committee of Armed Services United States Senate, S. Rept. 110-335- NATIONAL DEFENSE
AUTHORIZATION ACT FOR FISCAL YEAR 2009, 2009, pp.389-391.

11) B AEA SV ERERATIT S 220> 2009 46 3 HICIE. R7T A bANT A [ A4 N—Z2RBGR L U2 — |
%55 LT\ 4. Whitehouse, Cyberspace Policy Review: Assuring a Trusted and Resilient Infor-
mation and Communications Infrastructure, 2009, URL: https://fas.org/irp/eprint/cyber-review.pdf
(2018 41 A 20 HIH%L)
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T A A A N—E (USCYBERCOM) DFEVSZETHNL. 7 AU A4 A 3=, BEIZH
W58 (USSTRATCOM) DR T IZ#E 2211 C 72 JTF-GNO (Joint Task Force-Global Network
Operations) & JFCC-NW (Joint Functional Component Command for Network Warfare) % #t
GERHETH L. JFCO-NW 1d 2004 412 JTF-GNO & 12 NSA OB T TRk s, 7
0 =NV AR ER D 2 | KR BEN ORI B T 28 o7, ThoD 200K E/KE L,
TANVAFAN—FEOHFLVEIFEIZEF—A - TLI/H V= NSAREVN#EBTLZ LI
o ZHCIET B L1, 7 A PEBREORK L CH D [ 4 FEOEPEER
EL (QDR)] IZBWTH A N—tF2) 74 ~OFRAEAZIIR L. 7y ¥ 2Bk
BNCHEH S 4172 2006 4EIRED QDR TIEEWILEOH T [ Cyber ] OHFEIZ S 2> 10 | L 2 H
T o7zl L1~ 20104E®D QDR T 73 M RMENTHY, A N\—tF 1) F
AT M L EEAPHEINL R EZOEIIERE LTRLN, TO4LEMTT AYA
B BB O T A N —Z2HAOBLAE E > TV b 2 & R HAINS 2 LA k2™,
2010 £ QDR OFEERIZE LT, EPREIRELZ 57274 ) 74 -J- ) 2id [—FE A3 —
BIIZ. WEIBELTIRAD Ry T =7 25550 2 MiFF L 20U, IROBHE, Re0Lse
REEEIZE 5 TORKIIRBZA LW LIk bz,

FNNVBHMEDORAEIZ L T, TA)ABIFOY A N—tF21) 7 4 WIEOTEBIIIMEL, #
DOHTHEFIVER TREEM2S, (AN ST 2FREBTTH L. [V A3 =1k
1E 1990 AT & D FAMICEGR SN T E S TIEH 545, BRI A N —BBO 8T
BB LTEMTHY, [ AN PEEREVRICBWTHEEENL L)%
DI 2000 EREKI L5 THETH S . BT T4 5 —Fk | OBAHEE S h-RFE Y
BELE LT20 FED<—F > - C- ) E v FD [ Cyber Deterrence and CyberWar | 732515
bs. ey FIE [ A NI BWTbE LI 24 G346 129789

12) LERE DRENCBT A2 A N—tF2) 7 4 Bof] DREINELEANRIC BT 2 HRH] HARERE
] REWF 28 B, 2012 4E, 139 ~*— ¥, URL: http://www2 jiia.or jp/pdf/resarch/H24_US/08-tsuchiya.pdf
(2018 4% 12 H 20 HHED)

13) US Department of Defense, Quadrennial Defense Review Report, 2006, URL: http:/www.comw.
org/qdr/qdr2006.pdf (2018 4 11 A 25 HH%)

US Department of Defense, Quadrennial Defense Review Report, 2010, URL: http:/archive.
defense.gov/qdr/QDR %20as %200f %2029JAN109%201600.pdf (2018 4 11 H 25 H %)

14) LR, nitedHE (16), 76 ~—.

15) 1996 FFI2FEEEINTZ) F v — K - N—2 2y bOHLTIX, 4 3—i5 (Cyber War) %, [
B 7 EOIEBESIFICBIT L AN TH L R v kg (Net War) &, EHESITFICBIT LA
IN=HTdH Y A N—iFr (Cyber War) (2501F, A /N—HIRIZEICHEFEOH A N =GOk
HWETHMETHY, EELRICLLIBXEOMILZ G E 32 [WEHIE] & P72 o &5
#T LT\ 4. Richard J. Harknett, “Information Warfare and Deterrence,” Parameters, Vol. 26, No. 3,
1996, pp. 93-107.
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LLTWwROEREOERHGAINE] LE#T 5T, INHIHRH, RFEme TR
GET, NS [ A=k T CHE X ) SIREQ [H 4 N—%HE (cyber
response) | kLY vey 20w, [ A N—k] OmT LIRS RO TR
DV DL FEEDOHIEIEELTVDL V) EHT, FROEFRTH L EMEITHNDDS,
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2B DM DR SIEE - 7255, BHIIED SR E BRI TWD, [FAN
—¥k] ORI, TR EARATOE A BET 5 B AR A IARE AT, BOBIZE 5
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BEETT 57559 LW MEND BB, AUIRTROBAOMIEOMH L FETH 2. L,
DL AR A Y STORBEIC BT, EERERT 210, RAETFLBAD
TAMEBIE LTS, b LB o TEON AR L RIKS L BESNH L. 20
L, TR MEFIE LTS FUEDESIIETS 1), BOEROFS & KK S ¢ 2 b O2E I
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BEOIIE L 3D o 55D L9 % [REOHE] Th o4 8- X 28R, &b
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16) Martin C. Libicki (2009), Cyberdeterrence and Cyberwar, Pittsburgh: RAND Corporation, pp. 27—
28.

17) 2017 A O ER A E R R AR OV A N—IE0E# TIE, A NIkl EE2 G-
(deterrence by denial), B A9#I1E (deterrence by cost imposition) 2431 72 EC, #&E W10
Rz TAbse, skl &Ensxtisl & E s, & L Twh, Department of Defense Defense
Science Board (2017), Final Report of the Defense Science Board (DSB) Task Force on Cyber
Deterrence, p.6, URL: https://www.acq.osd.mil/dsb/reports/2010s/DSB-cyberDeterrenceRe-
port_02-28-17_Final.pdf (2019 4£ 3 A 10 H %)
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