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The Legal Range of Electronic Signatures That Have
“Presumption Effect” under Electronic Signature Act of Japan
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Abstract
While the legal range of electronic signature that has “presumption effects” under Article 3 of the electronic
signature act of Japan (hereinafter “act”) has been ambiguous, this paper attempts to make it clear by
identifying the following conditions. First, it has to be the electronic signature defined by Article 2 of the act.
Thus, it needs to have the function to identify the person who made the signature by the fact relevant to the
measures taken. It should also have the function to find falsification, if any, of the electronic records that have
electronic signatures. Second, it has to be the electronic signature that can be made only by the empowered
signer. Therefore, it needs to have processes of the identification to confirm the existence of the signer as a
writer of an electronic document as well as the authentication to check the right signer via different factors. It
is also required to ensure the safety of the system of the signature in view of the necessity of the proper
management of “requisite code and property.” In particular, in the electronic signature with the assistance of a
third party, system safety in the context of the internal processes of service providers (third parties) should
be fully ensured so that unauthorized persons cannot make an access to the signature. It implies that the
proper authentication process by using multiple factors should be ensured to confirm that only the right signer

can direct service providers with regards to the signature.
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