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The GHS attack maps the discrete logarithm problem (DLP) in the Jacobian of a curve C_0 defined over the d degree extension of a
finite field k to the DLP in the Jacobian of a new curve C over k which is a covering curve of C_0. This attack is very powerful. e.g.,
in the case of d=3, security of ECC with 160-bit key length is reduced to security of 107-bits. In this research, we show a complete
classification of all genus two hyperelliptic curves subjected to the GHS attack over prime degree extensions of finite fields with
odd characteristic. This result provides an explicit approach to select secure genus two curves in hyperelliptic cryptosystems.
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